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Introduction
Enterprise security is going through a major transformation, as companies are shifting from on-premise to cloud and hybrid 

environments, and embracing remote work. 

For most organizations today, cloud identity security is a major weakness. As companies migrate to the cloud, they lose 

visibility and control over who has access to sensitive assets. Most organizations are relying on fragmented and siloed 

security technologies that cannot properly address the dynamic and rapidly evolving nature of the cloud. 

As a result of this shift, the number of human and non-human identities is growing exponentially. Machine identities now 

exceed the number of human identities in the enterprise.i This means that every API, service account, bot, and cloud 

instance in your organization represents a new identity — as well as a potential security threat. This trend will continue to 

accelerate in the coming years as companies increase their reliance on automation and cloud services.

From a security standpoint, the primary challenge now becomes establishing a secure state of access privileges for these 

identities by limiting their access privileges in line with the Principle of least privilege. Unfortunately, this is no easy task — 

particularly considering most enterprises have multiple tools, interfaces, and policies for identity management that span 

across multiple cloud environments. For most companies, the process is time-consuming, disorganized, and prone to errors 

and misconfigurations. The result is over-privileging — or giving accounts more access than they need — which goes against 

security best practices and increases risk.

For identity and privilege access management to be scalable, consistent, and effective, enterprises have little choice but 

to embrace automation at every turn. The future of privilege access management (PAM) centers around analytics-driven 

automation and machine learning. Automation increases consistency, saves time, and reduces manual labor. Machine 

learning improves and makes automation more intelligent. 

This whitepaper serves as a starting point to help you eliminate risky standing privileges and provides a foundation for a 

least privilege security framework. 

Read on to learn 
more about:

• What least privilege security is 

• Some of the common challenges to least privilege

• The shortcomings of identity access management solutions 
for the cloud

• How Authomize addresses cloud infrastructure and 
entitlements management

• The exciting new partnership between Authomize and Delinea 
that streamlines and automates PAM for the cloud
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of security failures will result 
from inadequate management of  
identities, access, and privileges. 
— Gartner Researchiii 

of organizations have 
experienced an identity-related 
security breach in the last  
two years.   
— Identity Defined Security Allianceii  

By 2023, 

73%

79%

The principle of least privilege:  
A quick intro 
Imagine having a secret and sharing it with a few trusted team members. 

Each new person that you tell increases risk by widening the circle of trust. 

Tell too many people, and it is only a matter of time before your secret 

becomes public knowledge. 

The same logic applies to protecting enterprise data and accounts.  

You must carefully manage who has access to sensitive information 

and systems to limit exposure and reduce risk. To accomplish this, many 

companies are adopting the least privilege framework. 

What is least privilege security?
Least privilege is a security framework that ensures all users, programs, 

and processes have only the bare minimum amount of access to complete 

their jobs and functions. 

This strategy treats every human and non-human identity as a potential 

entry point for a malicious insider or external adversary to steal 

information, extort employees, and disrupt operations. 

Implementing a least privilege framework significantly reduces the risk of 

illicit data sharing and breaches across the organization. For this reason,  

all enterprises should strive to achieve robust least privilege security 

across all points of access. 

How the principle of least privilege limits exposure
The least privilege framework relies on privilege management and  

access control to prevent bad actors from gaining unauthorized  

access to resources. 

In other words, an identity like a user or service may have the privilege to 

access a cloud environment. But within that environment, there may be 

limitations on what they can do, based on whether accounts are basic 

users, administrators, or something else. 

By restricting access to and within critical systems, you can prevent rogue 

identities from moving laterally across your network and causing damage.  

If you restrict every identity to the most minimal privilege and access,  

your organization will reduce its attack surface as much as it can. 
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Once your business decides to move forward with least 

privilege security, it’s a good idea to round up your security 

and IT advisors to form a comprehensive plan. After all, 

restricting access impacts users and workflows and 

therefore requires careful planning and coordination. 

Rushing in can have unexpected consequences for IT and 

business operations.

Here are a few challenges that businesses typically 

encounter when implementing least privilege security.  

1  Lack of visibility over access across  
cloud environments

Mapping and understanding privileged access across 

multiple cloud applications and services is difficult. Each has 

their own “language,” making it challenging to answer the 

questions of who has access to what and how they are using 

that access. 

Lacking the visibility over the access paths that an identity 

travels to reach their target asset, traversing multiple 

systems from their Identity provider through a series of 

roles, groups, CSPs, and SaaS applications. 

2 Lack of contextual usage data

Without data on privileged access, it is difficult to know which 

privileges can be revoked without impacting the workflow. 

If an employee has not used a specific access privilege for 

30 days, do they still need it? Maybe 60 days? Managers 

and reviewers of access privileges struggle to identify 

or verify which privileges remain relevant and therefore 

should be retained. 

In the absence of such data, organizations risk rubber-

stamping approvals of privileges, undermining efforts to 

achieve least privilege.

3 Balancing security and operations needs 

Enterprises often run into trouble when trying to balance the 

needs of their operations with the instincts of their security 

professionals. 

To illustrate, software engineers and partnering teams may 

need to move quickly and access data and cloud systems 

without barriers. But security teams may want to clamp down 

and tighten access, leading to potential conflict of interests. 

Keep in mind that restricting access and privilege too tightly 

impacts productivity and frustrates workers. Just as a 

criminal hacker may want to access a given resource in an 

S3 bucket, so does an engineer who is leading her team on a 

business-critical project.

4 Permission sprawl

Permission sprawl occurs when employees, contractors, 

vendors, and non-human identities gain more privileges 

than they need to do their jobs. 

In most cases, permission sprawl occurs because an 

organization fails to revoke access to an asset after they no 

longer need it. For example, an employee may change roles 

and retain permission to an account or database. 

5 Standing privileges

Along with the accumulation of excess permissions over time, 

another risk comes from an identity receiving broad, standing 

permissions when they come on board or move into a new role.

In such cases, no real review is performed as to whether the 

given identity needs the breadth and level of permissions 

that they are granted. IT teams, which are often spread too 

thin, may provide a blanket set of permissions because it fits 

their general assumptions of what the role requires.

In most cases, many permissions for access are not required 

and are not used. This leads to  an expanded attack surface 

that could be exploited.

Top barriers to least privilege
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A growing number of organizations are deploying identity 

and access management (IAM) services to provision, 

track, and manage enterprise identities. IAM is now a 

core component of least privilege security and is quickly 

reaching mainstream adoption.

According to Accenture, 63% of organizations are 

already using some form of advanced IAM solution. These 

organizations also save an average of $1.83 million after the 

cost of purchasing the IAM tools.iv

While IAM enables greater control over privilege and 

access, the standard technology has several limitations. 

Here are some of the challenges inherent in most existing 

IAM solutions:

• IAM tools are infrastructure management 
solutions, not security. Using IAM tools is an 
important step for provisioning and managing 
access more securely. But these tools do not work 
to detect risks and threats to the organization’s 
identities and assets like risky changes to privileges. 

• Many IAM tools do not provide the continuous 
monitoring. This is necessary for detecting risks in 
between periodic audits of access privileges. 

• IAM tools often lead to excessive access and 
privileges. They typically cannot detect excessive 
provisioning until after an identity receives too many 
permissions. 

In the move to cloud infrastructure, organizations have 

lost critical visibility over privileged access, exposing them 

to risk and hampering their ability to make data-driven 

decisions. Environments like AWS which rely on roles and 

groups make it difficult to track activity from the Identity 

Provider, requiring additional sources of data visibility.

To solve these challenges, a new type of approach known 

as Cloud Infrastructure Entitlement Management (CIEM) 

leverages adaptive analytics and machine learning to 

improve the effectiveness security of IAM drastically.  

With CIEM, identity-centric solutions incorporate 

data-driven recommendations to intelligently govern 

entitlements to cloud and hybrid environments. They 

shorten the path to right-sizing permissions by setting 

them correctly the first time. 

CIEM provider Authomize is one of the innovators of 

this approach. Authomize uses a prescriptive analytics 

engine called SmartGroups which makes intelligent 

recommendations regarding the level of permissions that 

an identity receives. It correlates with a wide range of 

identities across different applications to best understand 

the organization’s permissions structure, rather than just 

relying on blanket assumptions from lookalike groups.

• SmartGroups looks beyond the general role of an 
identity. It analyzes the network structure between 
resources, identities, entitlements, and their 
usage to generate recommendations to reduce the 
organization’s attack surface.

• Through continuous monitoring and right-
sizing, SmartGroups learns each identity’s role 
and responsibility as well as which permissions 
correspond to its needs. The AI engine looks at how 
users leverage apps and determines how their usage 

corresponds to other users.

What is identity access management (IAM)? 

Cloud Infrastructure Entitlements Management:  
An analytics-based approach to IAM for the cloud



WHITEPAPER 
Achieving Least Privilege with CIEM and Enterprise-Scale PAM

6

SmartGroups takes a holistic view to bring in context not just from the permission structure and usage but also the roles 

themselves to determine if a given user should have access to a resource that might fall outside of their role. These findings can 

then be given to the admins who can investigate and determine whether the permission is indeed excessive and should be revoked. 

Authomize leverages its granular visibility across cloud environments (IdPs, IaaS, SaaS, and beyond) to continuously monitor 

for risks. Its Cloud Identity and Access Security Platform enables organizations to set policies that identify and alert on risks. 

Combining these detection capabilities with SmartGroups’ contextual recommendations, Authomize provides customers 

with actionable insights for faster, more effective remediation. 

With the combination of Authomize and Delinea, you can now deliver 

consistent and dynamic privileged access security across multiple SaaS 

environments and cloud infrastructures.

The partnership between CIEM innovator Authomize and cloud PAM leader 

Delinea combines infrastructure entitlements management, SaaS security, 

identity threat detection and response (ITDR), and comprehensive, enterprise-

scale privileged access management.

Deploying Authomize and Delinea together makes it possible to securely 

store credentials while automating access governance. This, in turn, reduces 

unauthorized privilege escalation, lateral movement, and credential theft.

Provisioning and managing permissions for cloud access no longer has to be a 

time-consuming and labor-intensive process. 

With the help of Authomize and Delinea, you can gain full visibility across 

distributed hybrid, cloud, and multi-cloud environments and set appropriate 

permissions for all identities that require access. 

 See how you can approach permissions from a least privilege perspective 

and strike a balance between productivity and security — while saving time, 

reducing labor, and decreasing risk. 

Learn more about how Authomize and Delinea work together.

i. https://www.cpomagazine.com/cyber-security/how-the-rise-of-machine-identities-impacts-enterprise-security-strategies/

ii. https://www.idsalliance.org/press-release/79-of-organizations-have-experienced-an-identity-related-security-breach-in-the-last-two-years-accordin

iii. https://www.darkreading.com/cloud/why-cloud-security-risks-have-shifted-to-identities-and-entitlements

iv. https://www.accenture.com/us-en/insights/security/cost-cybercrime-study

How Authomize and 
Delinea eliminate the 
cloud identity blind spot

Take the easiest path 
to least privilege for 
the cloud

https://19928113.fs1.hubspotusercontent-na1.net/hubfs/19928113/Delinea/solutions/delinea-solutions-brief-delinea-and-authomize.pdf
https://www.cpomagazine.com/cyber-security/how-the-rise-of-machine-identities-impacts-enterprise-security-strategies/
https://www.idsalliance.org/press-release/79-of-organizations-have-experienced-an-identity-related-security-breach-in-the-last-two-years-according-to-new-identity-defined-security-alliance-study/
https://www.darkreading.com/cloud/why-cloud-security-risks-have-shifted-to-identities-and-entitlements
https://www.accenture.com/us-en/insights/security/cost-cybercrime-study
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Delinea is a leading provider of privileged access 
management (PAM) solutions that make security seamless 
for the modern, hybrid enterprise. Our solutions empower 
organizations to secure critical data, devices, code, and 
cloud infrastructure to help reduce risk, ensure compliance, 
and simplify security. Delinea removes complexity and 
defines the boundaries of access for thousands of 
customers worldwide. Our customers range from small 
businesses to the world’s largest financial institutions, 
intelligence agencies, and critical infrastructure companies. 
Learn more about Delinea’s solutions at delinea.com.

The first Cloud Identity and Access Security Platform, 
Authomize continuously monitors identities, access 
privileges, assets, and activities to secure apps and cloud 
services. Our full-stack yet granular visibility across IaaS, 
SaaS, and Data environments enables organizations to 
understand how their access privileges are being used and 
ensure effective control over the security of their assets. 
Backed by Innovation Endeavors, Blumberg Capital, Entrée 
Capital and Microsoft’s M12, Authomize is headquartered in 
Tel Aviv and Austin. authomize.com.

https://delinea.com/
http://authomize.com.

